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Executive Summary

This report examines the impacts of fragmented personal ¢ Nevertheless, interoperability would benefit digital

data regulations on digital financial services in Southeast financial services providers. Even as firms may value

Asia. It focuses on how the different regulations in the trust, cost also remains a deciding factor for businesses to

region work together, or more typically do not, and their be viable. Personal data regulatory interoperability enables

effect on consumer financial services. data sharing and the centralisation of operations, which
are the key to efficient and effective services. However,

The key findings of the research are: thisis difficult to achieve under a fragmented landscape.

The use and movement of personal data is increasingly
being regulated in Southeast Asia but relevant
regulatory frameworks remain fragmented across the
region. With different regulatory regimes being developed
separately, Southeast Asia has interoperability problems
affecting the flow of personal data across its borders.

Financial services in Southeast Asia are becoming
more digitalised but face fragmented regulations
when operating cross-border. Digitalisation allows the
financial sector to tap into the expanding consumer market
more effectively, concurrently enhancing financial inclusivity.
However, as digital financial service providers increasingly
rely on personal data to innovate and tailor their services, the
fragmented regulatory landscape can mean higher costs
and complex work-arounds.

Despite this, digital financial service firms do not
consider increasingly regulated use of personal

data to necessarily be negative, nor constitute an
insurmountable obstacle. On the contrary, complying
with strict regulations is seen as a viable approach to
building consumer trust, even as fragmentation may lead
to reduced efficiency. In addition, businesses have the
capability to navigate this complex regulatory environment
and extend their services beyond borders eveninthe
absence of improved interoperability. Challenging existing
regulatory frameworks is not, as aresult, a top priority for
businesses.

Moreover, compliance approaches taken in the current
environment also create potential negative repercussions
for businesses, including vulnerabilities to cyber-attacks.

Stakeholders are working together to create
interoperable personal data governance framework
across the region. This needs to take into account the
interests of different governments, businesses and societies.
Efforts to increase regional regulatory interoperability of
personal data are taking place at the ASEAN level. While
earlier initiatives were hindered by limitations such as

their non-binding nature, the forthcoming ASEAN Digital
Economy Framework Agreement (DEFA) is expected to be
legally binding and go further than previous initiatives.

How stakeholders respond to the issue of personal
data regulations is key for Southeast Asia to position
itself in the global digital economy and become a
player in the debate over digital governance. For the
regionto truly be aleader on the world stage, it would need
to prove itself as a viable role model. As such, to matchits
ambitions to become a global leader in the digital economy,
it needs effective and enabling digital governance at the
regional level. Policymakers and regulators are already
playing catch-up with the market, and the way they address
current regional regulatory fragmentation should mark the
first step in building digital governance for the future.
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Introduction



Southeast Asia s in a period of rapid digital transformation,
with growing internet connectivity, widespread
smartphone adoption and an expansion of digital products
and services. The growth of such services is driving
extensive collection and use of personal data, a key
component for conducting business through data-driven
decision making (HSBC, 2022). As aresult, concerns

have arisen about the privacy and security of personal
data across the region. Since countries in Southeast Asia
adopt varying approaches to data governance, businesses
looking to leverage this digitalisation trend can face both
compliance and technical challenges, especially when
operating across borders.

The financial sector is at the forefront of this digital
transformation. Digital financial services are expanding the reach
of providers and enabling them to access previously untapped
customer segments by enhancing accessibility and driving

the adoption of new and innovative solutions. However, firms
seeking to use personal data for business across the region's
borders face a complex and highly fragmented regulatory
environment.

This report explores the interoperability of personal data
regulations across Southeast Asia and examines how these
regulations affect the ability of companies to provide digital
financial services. It looks at how regulatory fragmentation
impacts these services, and at ongoing region-wide efforts to
enhance interoperability.

The first section of this report explores the digital finance
landscape in Southeast Asia and how the financial sector may
utilise personal data. The second section considers differences
in personal data regulatory regimes across Southeast Asia and
analyses how fragmentation may impact interoperability in digital
financial services. The third section examines how businesses
inthe financial services industry navigate the fragmented
regulations. In the fourth section, the report reviews regulatory
harmonisation efforts at the multilateral level, and assesses the
potential of other ongoing ASEAN initiatives to address the issue.
Finally, the last section evaluates how ongoing developments in
personal data regulations play a role in the trajectory of financial
services, as well as caveats to consider.

1.1 Evolution of personal data
governance in Southeast Asia

Within the last decade, governments across Southeast
Asia have been taking an increasingly hands-on approach
in regulating how businesses handle personal data. The
rationale for this ranges from national security, consumer
protection and economic reasons such as incentivising data
centre business domestically (Li, 2022; Sangfor Technologies,
2023). There is also the issue of data sovereignty, the control of
data and laws within given jurisdictions. This Southeast Asian
approach stands in sharp contrast to that of the European
Union, where the General Data Protection Regulation (GDPR)
was predominantly driven by the rationale of individual rights and
privacy.

Development in Southeast Asia has come in various forms,
ranging from the creation of entirely new national regulatory
frameworks on personal data to the introduction of relatively
narrow regulatory requirements for specific sectors. Since the
2010s, six Southeast Asian countries - Indonesia, Malaysia, the
Philippines, Singapore, Thailand, and Vietnam - have introduced
new personal data protection laws (with Vietnam's passing
asrecently as 2023) (DLA Piper, 2024a). Meanwhile, specific
restrictions on the cross-border flow of personal data for banks
and financial services have come into force, such as in Indonesia
in 2022 (Long, 2023).

This development comes as the financial services sector
eyes Southeast Asia’s substantial consumer market with
its high potential for digitalisation. For example, in 2023, up
to 80 per cent of Indonesians remain underserved by traditional
banking (Habir and Negara, 2023). The potential is enhanced
further by the region’s widespread adoption of digital devices,
which enables a significant portion of underserved Southeast
Asians to access financial services that may be difficult
otherwise. Digitalisation also means financial service providers
can serve a broader range of consumers at lower cost (additiv,
2024; Kim et al,, 2022). But the increasing adoption of digital
solutions such as mobile banking, e-payments, and other fintech
innovations means the need for robust and harmonised data
protection mechanisms has become increasingly critical.
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In short, tightening regulations of personal data use across
Southeast Asia can influence the future of digital finance in
the region. It complicates the regional operations of businesses
offering cross-border digital financial services and slows the
adoption of digital innovations within the sector in general.
Moreover, as financial digitalisation has been regarded as one

of the main pillars supporting the development and integration

of digital economy, any additional regulatory barriers also have
apotential to undermine ongoing efforts to integrate the digital
economy across the region (ASEAN and USAID, 2021).

1.2 Digital financial services in Southeast
Asia

1.2.1 Defining digital financial services

For the purposes of this report, digital financial services will
be defined as financial services that can be accessed and
delivered via digital channels such as mobile devices (AFI, 2019).
This can be in the form of the services or financial products
provided by either traditional financial institutions such as banks,
or alternative providers such non-bank financial technology
(fintech) companies. Table Tillustrates the distinction between
banks and fintech firms being used in this report, and how they
provide digital financial services in Southeast Asia.

Table 1: Digital financial services in Southeast Asia

Many people inthe region lack access to conventional financial
services due to geographical barriers, limited infrastructure and
high costs associated with traditional banking. As aresult, a
substantial proportion of the population remains excluded from
essential financial services such as banking and credit, with up
to 50 per cent or 200 million people being “unbanked” or unable
toaccess basic services such as bank accounts. Another 24 per
cent, up to 98 million people, are “underbanked” with broader
unmet financial needs such as access to credit or investment
products (Google, Temasek, and Bain & Company, 2019).

Digital solutions are in a perfect position to fill this financial
inclusivity gap (Macquarie Capital, 2022). Despite having limited
or no access to traditional financial services, there is a very large
potential customer base that increasingly owns digital devices,
such as smartphones, and benefits from affordable mobile data
(Kapron, 2024; Macquarie Capital, 2022). Smartphone users
are expected to have comprised nearly 90 per cent of internet
usersin Southeast Asiain 2023 (Cheung, 2023). This significant
penetration of digital services and devices in the region further
supports the development of digital financial services, with 78
per cent of consumers conducting transactions online in 2021
(Bain & Company and Facebook, 2021).

Traditional banks Fintech companies

In this report, “traditional banks” mean established
financial institutions licensed by regulators to provide
banking services. These banks have been providing an
increasing number of digital products and services within
Southeast Asia and are major players in digital finance.
Banks may also rely on partnership with, or outsourcing
to, non-bank technology vendors to jointly provide digital
products or services. In Southeast Asia, there has also
been a trend among banks to establish in-house fintech
arms.

Fintechs are first and foremost technology vendors
serving the financial sector. They are not holders of
banking licenses like established players but have become
major alternative providers of digital finance. To provide
digital financial services in Southeast Asia, fintech players
may obtain limited permits from the regulator for specific
activities short of a full banking license, such as payment
service. Alternatively, fintech companies also acquire firms
or banks with operating licenses.

(Adapted from AFI,2019)
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Moreover, the expansion of a tech-savvy middle class in
Southeast Asia is also driving demand for more sophisticated
financial products with potential in wealth and investment
services, especially those offered via digital platforms (AAA
Global, 2024; additiv, 2024; Bender, 2023).

The introduction of digital innovations to the sector is a promising
response to the financial inclusivity gap (Kim et al,, 2022).
Increasing digital penetration, coupled with continuous interests
from governments in the region to provide enabling policy as
part of developments in the wider digital economy, creates a
promising environment for the expansion of digital financial
services (Kapron, 2024).

1.2.2 Major types of digital financial services in Southeast
Asia

Digital financial services encompass a broad range of products
and services. The focus here is on consumer finance, a
segment of financial services where the use of personal data

is crucial. Personal data is being used for a wide variety of
purposes inthese services and plays important roles in both
business operations and user experience. This ranges from the
verification of customer identity to the use of data analytics for
due diligence or the personalisation of service offerings.

InSoutheast Asia, the consumer financial services market has
been steadily gaining traction, making up 42 per cent of fintech
solutions in 2019 (CCAF, ADBI and FinTechSpace, 2019).
Among these products, some have been receiving significant
attention from businesses and governments, such as digital
payments, digital lending, and digital wealth. These services
appeal to the growing tech-savvy population, thereby
broadening financial inclusion, and are looking to increasingly
apply personal data-driven insights in their emerging innovations.
They are also increasingly looking to operate cross-border inthe
region.

Digital Payments

Digital or e-payment products encompass a wide variety of
ways to handle money digitally, examples of which can be found
in Table 2. These include eWallet and associated person-to-
merchant (P2M) and peer-to-peer (P2P) transaction solutions,
digital international remittance and transfer services, and other
types of e-payment gateways (CCAF, ADBl and FinTechSpace,
2019). Among them, digital wallet and digital remittance are core
consumer market products and are being offered by multiple
regional players, including fintechs such as GrabPay and Dana.
Similarly, traditional banks such as Krungthai (KTB) and CIMB
also provide payment solutions as part of their mobile banking
platforms.

Table 2: Examples of digital payment solutions found in Southeast Asia

Digital wallet (eWallet)
merchant (P2M)

Digital solutions to transfer and manage money, can be peer-to-peer (P2P) or person-to-

Digital international

Digital solutions designed to send money to companies or people abroad

remittance
Payment gateways Systems for accepting, authorising, and processing payments at businesses
POS technologies Point-of-sale solutions for mobile and businesses

(Adapted from: CCAF, ADBIl and FinTechSpace, 2019)
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In addition, QR code payments have now become one of

the most notable innovations in the region, regularly used

in combination with digital wallets. The systemrelies onthe
generation of unique QR codes - machine-readable codes
consisting of an array of black and white squares - that canbe
scanned by digital devices such as smartphones to complete
transactions without requiring customers to input all data
manually. Depending on how the system was set up, these
codes can be generated and presented by either the payer or
the payee (World Bank, 2021).

Ongoing developments indicate that cross- border payment
systems are becoming increasingly integrated through QR
payments. Inrecent years, QR payment is becoming the primary
digital cross-border payment method sanctioned by central
banks of the countries of the Association of Southeast Asian
Nations (ASEAN) - an intergovernmental organisation of 10
Southeast Asian countries (Inoue, 2024). Bilateral “linkages” that
have already been or are being launched between members
are expected to help “position ASEAN at the forefront of QR
payment integration globally” (Monetary Authority of Singapore,
2024).

A multilateral memorandum of understanding on payment
connectivity has also been signed between Indonesia, Malaysia,
the Philippines, Singapore, and Thailand. For example, Malaysian
users of the CIMB mobile banking app would be able to transfer
money to KTB app usersin Thailand by scanninga QR code
they generated and vice versa (Bank of Thailand, 2024).
Meanwhile, an Indonesian tourist may scan a merchant's QR
code in Malaysia, with Rupiah-Ringgit conversion being instantly
processed (Kominfo, 2023; BCA, 2023). Such interoperability
between banking apps across borders can create amore
integrated and accessible financial ecosystem in the region.

Efforts to facilitate cross-border transactions using QR codes
are in part supported by governments' desire to increase the
use of local currency transactions and to drive better regional
payment connectivity (Medina, 2023). Such linkages will

not only deepen regional economic integration but will also
facilitate tourism, consumer spending, and remittance flows
(BCA, 2023). However, as integrated payment systems often
require the exchange of personal data between countries, these
developments raise questions over how individuals datais
transferred, stored and protected across borders.

Digital Lending

Digitallending applications and other tech help provide loans

to consumers through digital means. However, the processiis
not limited to the conversion of traditional paper-based, in-
branch bank loan applications into digital ones. Inrecent years,
fully digital lenders have emerged, operating exclusively online
via mobile apps and offering quick credit services without

the need for physical branches. These “alternative finance”
channels enhance financial inclusivity and enable underbanked
and unbanked individuals to access funds beyond what the
traditional financial institutions offer (CCAF and ADBI, 2022).
Peer-to-peer lending became the most funded fintech sectorin
ASEAN-6 markets (Indonesia, Malaysia, the Philippines,
Singapore, Thailand, and Vietnam) in 2023, making up 32 per
cent of fintech startup investment at US$408 million (UOB,
2023).

People underserved by traditional banking systems, however,
may lack formal credit history, which hinders their ability to

use conventional credit scoring methods to obtain loans from
financial institutions. This has prompted the development of
alternative credit data sources-something that involves intensive
processing of personal data. As shownin Figure 1, alternative
credit scoring relies on other means for credit underwriting, such
as payment behaviour and personal spending habits through
various means including social media activities (Goh, 2023).
The issue that arises then, however, is that although leveraging
personal data can enhance financial inclusion by providing
lenders the means to assess the creditworthiness of individuals
even without formal credit histories, such extensive processing
of personal data can also raise significant privacy and data
security concerns. This is particularly true if this wide range of
datais transferred across national borders.
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Figure 1: Differences between traditional and alternative credit data

Traditional Credit Scoring

E Credit card

Mortgage

\'/

Auto loan

Bankruptcy

Credit enquiry

Itis worth noting that existing plans for regional cross-border
connectivity in digital lending are focused on micro-, small- and
medium-sized enterprises (MSMES) rather than on individuals.
Thisis the current case between Singapore and Cambodia

as part of the Financial Transparency Corridor (Sarat, 2024).
MSMEs do indeed account for between 97 to 99 per cent of
total business establishments in Southeast Asia and play an
important role in the economy of these countries (ASEAN, no
date). But this focus is new, diverging from the primary regional
market for P2P lending, which traditionally targets consumer
lending underserved by the banking system (UOB, 2024).

The trend also runs contrary to the popularity of cross-border
consumer P2P lending in other regions, notably the more mature
markets of Europe, America, and China since 2005 (ADB, 2023).
Nevertheless, as many MSMEs across the region are run by
single operators, they can also benefit from the use of these
alternative data to determine their credit worthiness (Sarah,
2024; Yulius et al., 2023b; Konsyg, 2023).

Digital Wealth

Digital wealth solutions have started gaining tractionin
Southeast Asia, not only with digitalisation of traditional
wealth services in developed financial markets such as
Singapore, but also as a response to the growing wealth
of the rapidly expanding yet underserved middle class
in developing markets (additiv, 2024; KPMG, 2021).

Alternative Credit Scoring

Mobile spending history

Utility bill payment

Geographical locale

Social media environment

Mobile in-app purchases

Notably, despite the increasing wealth across the region, the
use of traditional wealth management services remains low
and primarily serves relatively niche demands such as Islamic
financing, and in turn has left a significant portion of population
in Southeast Asia underbanked (additiv, 2024; KPMG, 2021).
Atthe sametime, itis also a part of wider trend of “embedded
finance” or “orchestrated finance”, where investment products
are offered digitally in conjunction with other financial products
(Zylstra, 2023). For example, on their mobile banking platforms,
banks may include wealth features like investment portfolios,
offering additional services such as virtual investment options
and insights, real-time remote portfolio monitoring and digital
financial advice.

Since personalisation is a key of wealth management services,
personal data can form the backbone of digital wealth
management products that may provide both personalised
investment portfolios and other tailored advisory solutions
digitally (Ghanem, 2020; Nanayakkara et al,, 2023). This includes
the use of analytics tools such as a ‘robo-advisor’ that relies
onmachine learning and artificial intelligence to tailor wealth
management offerings to customer needs, based on personal
information they choose to share, not only relying on their
financial information (Wong, 2024).
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As for cross-border connectivity of wealth technologies,
regional financial centre Singapore is experiencing increasing
flows beyond Southeast Asia, including Hong Kong (Baneriee
etal,2023). At the same time, customers within the region,
suchasinMalaysia, currently seek out Singaporean traditional
wealth management providers for their needs, since these
services are not widely available at home (APIB, 2021). Digital
wealth services such as Singapore-based StashAway

offer retail wealth management and investment solutions
toretail investors. However, depending on the service, they
may only be available for Singapore citizens and foreigners
residing inthe country (StashAway, no date). The deployment
to other countries can face personal data restrictions.

Figure 2: Super-apps bundle multiple services

For example, Indonesia has strict rules on the transfer of
personal data across borders, so firms may need to establish
their ecosystem onshore to use fully utilise personal data
ininnovations like robo-advisors. Currently, companies like
StashAway rely on partnership with traditional players such as
Citito use their existing infrastructure (Citi, 2020).

1.2.3 Features supporting digital financial servicesin
Southeast Asia

Digital financial services in Southeast Asia, ranging from digital
payments to digital lending and digital wealth management, are
increasingly using online platforms such as mobile banking

apps and 'super-apps, front end apps that open the way to a
wide variety of digital services - the latter being a key trendin the
region's digital finance industry (Asian Banking & Finance, 2022).

00l
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Companies are developing their digital platforms to provide
aone-stop service that integrates financial productsinto a
range of digital services as shownin Figure 2. Thisincludes
‘embedded finance” solutions such as digital payments, digital
lending, and digital wealth management. For example, GoTo's
super-app Gojek has GoPay, GoPayl ater, and Golnvestasi,
which are payment, consumer credit, and investment solutions
respectively. Grab's platform offers payment and insurance
products in addition to their primary ride-sharing function.

Another feature supporting Southeast Asian digital financial
servicesis an electronic Know Your Customer (eKYC)

OTHER BILLS

process. This enterprise solution underpins digital financial
services, particularly because it involves extensive use of
personal data to provide secure ways of verifying customer
identities.

The adoption of eKYC has been amajor element of Southeast
Asias digital financial services market. Whether digital services
are offered by traditional banks or fintech startups, they all rely
heavily on the ability to authenticate and verify users. Providers
are usually required by regulators to verify that a user is the
person they claim to be, to efficiently prevent fraud and money
laundering.
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As eKYC processes often rely on national ID systems

and are generally designed to comply with local
regulations, they typically need to be performed within
the country where the financial services are being offered.

Figure 3: electronic Know Your Customer (eKYC)
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For example, service providers may verify customer identity with
the government's electronic databases such as civil registries as
their “single source of truth” as shown in Figure 3.
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Furthermore, businesses' ability to “know their customers”
forms the backbone of consumer trust, as both scrutiny and
susceptibility to fraud can also contribute to the provider's
positive or negative reputation. It can also serve as basis for
future innovations that rely on customer profiling, including data
analytics.

1.3 Relationship between personal data
regulations and digital financial services

Consumer-focused digital financial services such as digital
payments, digital lending and digital wealth management rely
heavily on the processing of personal data. Data protection
regulations, while essential for safeguarding consumer safety
and privacy, can pose regulatory hurdles to digital financial
service providers cross-border operations. This is especially so
when personal data regulations are fragmented across different
countries, as in Southeast Asia.

Data protection regulations reassure consumers that their
sensitive information is secure, because digital services are
“critically premised on trust, underpinned by robust personal
data protection and security of systems across the region”
(ASEAN and USAID, 2021, p. 24). These regulations also alleviate
concerns over therisks of storing personal information digitally

Digital Loan

(World Bank, 2019). This “digital trust” plays a significant role
infilling the financial inclusivity gap, as rejection by consumers
would mean a setback to enabling unbanked and underbanked
populations to access financial services digitally.

However, inconsistent data protection standards between
countries can cause significant challenges for business
compliance and operational efficiency. Unlike the EU, which

has adopted GDPR standards as a bloc, Southeast Asiahas a
fragmented landscape of personal data protection regulations
arising from the diverse approaches and varying levels of
regulatory development across the countries. This inconsistency
complicates efforts to establish a cohesive digital economy in
Southeast Asia and poses regulatory complexity for businesses
operating in different countries within the region.

The next section will assess how the lack of interoperability in
data protection regulations in Southeast Asia can hamper the
seamless operation of consumer digital financial services. It

will discuss the four primary characteristics which hamper the
interoperability of personal data regulations in the region: the
level of maturity of data regulations, bespoke rules specific to
industries, unaligned data transfer requirements and differences
inthe legal terminology adopted by each country.
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With personal data becoming increasingly regulated in
Southeast Asia, one of the primary concerns is the lack

of interoperability of the regulations across different
jurisdictions. This fragmentation of regulations can
obstruct both the use and integration ofdigital financial
services within the region, creating hurdles to seamless
cross border operations of businesses that rely heavily on
the handling of personal data. It risks creating operational
inefficiencies and barriers for businesses operating or
seeking to operate in the region by adding up compliance
costs, as they seek to meet different rules in each country
(Goodman and Risberg, 2021; Parekh et al., 2022).

As it stands, Southeast Asia's regulatory regimes consist of
diverse and often incompatible national regulations on the use
and movement of personal data (ADB, 2023). These differences
include restrictions on data transfer (requiring specific conditions
to be met before transferring data abroad) and requirements

for data localisation (requiring citizens' or residents’ data to be
stored and processed within the borders of that country).

Regional fragmentation has four primary characteristics.
They comprise the varying maturity levels of comprehensive
personal data regulations; differing cross-border data transfer
requirements; bespoke regulations on specific industries; and
the lack of commonality in legal definitions. This fragmentationis
illustrated in Table 3.

Table 3: Variations of personal data protection (PDP) regulations across Southeast Asia

Country Comprehensive Unique cross-border transfer Relevant bespoke Examples of different legal
PDPregulations  conditions regulations definitions
Indonesia Yes Notification to relevant Financial services
authorities regulation
Malaysia Yes Consent OR transfer to locations
designated by Minister
responsible
Philippines Yes Ensure contractual obligation for
protection
Singapore Yes Consent AND transfer to Unigue definition of “consent”
locations with equivalent 1) individuals need to be
legal obligation informed of purposes
2) not being the precondition
for using products or services
Thailand Yes Consent OR transfer for Credit bureau
internal use within business regulations
group subjected to prior
approval
Vietnam Yes Onshore copy of data IT, consumer protection,
cybersecurity
regulations
Brunei No
Cambodia No
LaoPDR No Law on Electronic No legal definition of
Data Protection personal data but may
fallinto the category of
sensitive electronic data
Myanmar No Electronic
Transactions Law
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2.1Varying maturity levels of personal
dataregulations

Southeast Asian countries exhibit varying levels of maturity
intheir personal data regulations, with some having
comprehensive laws and others lacking robust frameworks.
Maturity in this sense refers to the extent to which the laws
adopted by ASEAN members provide overarching regulation on
personal data, which can range from comprehensive to non-
existent. Comprehensive personal data rules tend to cover the
collection, use and disclosure of the data: they provide “one-
stop’, non-conflicting conditions for businesses as to how the
data must be handled.

Within Southeast Asia, the countries with mature personal data
regulatory regimes are:

¢ Indonesia: Law No. 27 of 2022 concerning Protection of
Personal Data

e Malaysia: Personal Data Protection Act 2010

¢ The Philippines: Data Privacy Act of 2012

*  Singapore: Personal Data Protection Act 2012

e Thailand: Personal Data Protection Act BE.2562 [2019]

e Vietnam: Personal Data Protection Decree 2023

Allthese countries have comprehensive personal data
regulations that address cross-border transfer inagenerally
similar manner. These rules usually have equivalent clauses that
prescribe how and when organisations may transfer personal
data across borders, specifying what conditions must be
satisfiedtodo so.

At the time of this report, other Southeast Asian countries —
Brunei, Cambodia, Lao PDR, and Myanmar - had yet to adopt
comprehensive data protection legislation. Consequently,

they do not have unified, overarching regulations to address
the cross-border transfer of personal data. The variation on
how personal data transfers may take place can be sharp.In
Cambodia, forexample, there is no legislation whatsoever that
addresses either cross-border personal data transfer or data
protectionin general, with only data belonging to the Ministry of
Interior being clearly regulated (DLA Piper, 2024b).

Adding to the complexity, countries without comprehensive
regulations may introduce limited or ad hoc rules partially
governing a specific form of data or a particular type of activity.
Lao PDR, for example, has not enacted personal data protection
rules, which means that use of the data may be authorised on

an ad hoc basis dependent on category - general, sensitive, or
prohibited (DLA Piper, 2024c).

Moreover, the lack of unified legislation also means that
organisations have to keep track of multiple amendments and
new legislation, reducing the legal certainty of business activities
inagiven jurisdiction. For example, if data transfer is made
between countries with more mature regimes - such as between
Thailand and Malaysia - aligned regulatory requirements help
simplify compliance, particularly because both countries

share rules on user consent. Conversely, if the data transfer is
between a country with mature regulations and one without -
say, between Singapore and Cambodia - companies may face
difficulties.

The disparity in the maturity of regulatory regimes can
hinder cross-border flow of personal data. For example,
under the data protection laws of Malaysia, Singapore, and
Thailand, the principle is that personal data transferred outside
their borders may only go to arecipient located ina country
with “sufficient” or “equivalent” data protection measuresin
place (Personal Data Protection Act 2010, Art. 129; Personall
Data Protection Act 2012, Part 3(9), 3(10); Personal Data
Protection Act B.E.2562 [2019], Section 28, 29). Inadequate
protections in the receiving country can lead to prohibitions

or severe restrictions on data flow to prevent potential misuse
or inadequate safeguarding of sensitive information. Financial
institutions may also face legal obligations that require them to
ensure that personal data transferred internationally is protected
according to specific standards.
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2.2 Variation in personal data transfer
requirements

Beyond the existence and maturity of personal data regulations,
the legal requirements for cross-border personal data transfers
can vary considerably from one country to another, even
among those with comprehensive and mature data protection
regulations based on similar basic principles. This variation
increases operational complexities for business. Each country
may prescribe its own specific criteria for data transfers across
jurisdictions, and these criteria can differ in what is acceptable,
as well as the exceptions allowed. As such, even countries with
robust regulatory frameworks do not necessarily have laws that
are interoperable with one another.

The following four countries all have mature regulatory regimes,
yet:

«  In Malaysia, data transfer can be made a) to jurisdictions
that the relevant government minister has designated as
having equivalent regulations, or b) when the subject of the
data has consented to the transfer, or ¢) if it is necessary to
fulfil contractual obligations (Personal Data Protection Act
2010, Art. 129).

¢ Singapore prescribes that transfer can only be made to
destinations with enforceable data protection, and only if
approved by the subject of the data after having the details
of such protective measures explained to them (Personal
Data Protection Act 2012, Part 3(9), 3(10)).

- InThailand, data transfer is allowed only to locations that
the Data Protection Commission considers as having
sufficient protection, unless the business has previously
been specifically allowed to transfer data overseas within
their organisation (Personal Data Protection Act B.E.2562
[2019], Section 28, 29).

« Incontrast, Indonesia still maintains regulations that
address the handling of personal data separately from
comprehensive law. In particular, the Ministerial Regulations
No. 20 (2016) on the Protection of Personal Datain
Electronic System (Art. 22) require that plans and results
of overseas personal data transfer be reported to relevant
authority, including its destination, recipient, date, and
pUrpose.

These variations in legal requirements for cross-border personal
datatransfer, even in countries with mature personal data
regulatory frameworks, make data transfers more complex.
Businesses must stay vigilant to avoid inadvertently breaching
regulations, even among countries with similar regulatory
principles.

2.3 Bespoke industry-specific
regulations

Bespoke regulations relevant to personal datain
Southeast Asia exist in various forms, ranging from
targeting specific sectors to ad hoc data protection. This
diversity adds an additional layer of complexity for financial
institutions. For the financial sector, a country may prescribe
additional regulations such as requiring banks to localise financial
data. At the same time, other countries may also adopt digital-
only regulations, leading to different regulatory requirements for
financial service providers depending on whether they process
personal data through traditional or digital channels.

Across Southeast Asia, Vietnam is the country that relies

most heavily on bespoke rather than comprehensive laws to
regulate personal data. It has three primary laws relevant to data
protection and data storage: the Law on Information Technology
(2006), the Law on Protection of Consumers’ Rights (2010),

and the Law on Cybersecurity (2018) (Data Guidance, 2024).

In particular, the cybersecurity legislation has a provision that
may be considered a type of data localisation. It prescribes

that providers of cyber services must store a copy of personal
data within Vietnam'’s borders for a period specified by the
government (Law on Cybersecurity 2018, Art. 26(3)). While

this regulation does not prohibit data transfer altogether, it adds
anadditional layer of complexity onto the operations of digital
financial services providersin Vietnam.

Jurisdictions with comprehensive regulations on personal
data may also include clauses on specific business
sectors. One example is Thailand, where the credit bureau
industry is exempted from general data protection if activities
being undertaken are necessary (Personal Data Protection

Act B.E.2562 [2019], Section 4(6)). Instead of overarching
regulations, Thailaws prescribe that specific regulations
governing credit businesses are applicable instead.
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Another example is Indonesia, where the financial service
sector is specifically regulated under OJK Regulation 11
POJK.03/2022. It prescribes that the establishment of data
processing activities outside Indonesia by commercial banks
are subject to approval (OJK Regulation 2022, Art. 35(3)). This
puts alimit on the ability of firms to share data across borders,
as business activities involving personal data must be located
onshore in Indonesia unless otherwise approved case-by-case.

To further complicate matters, comprehensive personal data
regulations may still override bespoke regulations. For
example, Thailand’s law states that some provisions “shall apply
regardless of whether they are repetitious” to sector-specific
rules (Personal Data Protection Act B.E.2562 [2019], Section
3(1)). While this helps unify some data protection requirements
under the umbrella of the same legislation, it can also add a layer
of uncertainty by forcing businesses to be aware of how different
regulationsinteract.

In short, bespoke industry-specific regulations relevant to
personal data, and even digital data in general, canintroduce
additional complexities for financial institutions operating across
different jurisdictions. In particular, they oblige companies

to ensure compliance with not just data protection law but
additional industry-specific data handling requirements that
differ between countries.

2.4 Lack of commonality inlegal
definitions

The lack of common legal definitions and their interpretation
creates unpredictability in how regulations apply to digital
financial services. The extent to which different regulatory
regimes do not “speak the same language” as one another
directly affects the legal certainty of data transfer regulations
across ASEAN. If similar terms are defined differently or carry
different legal interpretations across different jurisdictions, this
can lead to discrepancies in what businesses face.

For example, the definition of key terms such as “consent”
can vary considerably in each piece of legislation. In the case
of Singapore, the personal data protection law recognises
‘consent” when sufficient information about the purpose

of data collection, use, and disclosure has been provided,
and does not simply consider that an individual has given
consentif itis required as a condition for providing a product
or service (Personal Data Protection Act 2012, Art. 13-15, 15A).

In contrast, Malaysia and Thailand do not clearly specify what
would amount to consent under the law. Such divergence means
that it would be much more complicated for firms to truly receive
customer consent under Singapore’s stringent requirements: the
consent that may have been sufficient in Malaysia or Thailand
can easily be non-compliantin Singapore.

In short, the lack of interoperability between personal data
regulatory regimes across Southeast Asian countries means
that the landscape is complex and difficult for firms to navigate,
adding compliance cost for digital financial service providers that
operate across the region (UNDP, 2021).

Furthermore, additional complexities such as the differences

in specific regulatory nuances can also lead to inadvertent
non-compliance as service providers struggle to keep up with
awide variety of legal intricacies. The compliance risks created
by fragmentation can have a wide variety of negative impacts,
ranging from monetary penalties to damage to reputation and
consumer trust - whichis the lifeblood of financial services
(CDC, 2018).

In the next section, this report will discuss the experiences of
industry experts across the fragmented regulatory landscape
in Southeast Asia, how businesses navigate such complex
environments, and missed opportunities the financial sector
could have embraced if personal data regulatory regimesin the
region were interoperable.
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As outlined, the current regulatory environment for
personal data use in Southeast Asia is peppered with
diverse rules and standards. This lack of regulatory
interoperability poses challenges for many businesses, but
especially for digital financial services (Long, 2023; Parekh
et al.,2022). Fragmentation may lead to inconsistencies
and complexities in data handling practices, making it
difficult for financial institutions to effectively navigate

the requirements for managing and using customer data
across different jurisdictions. It can also obstruct smooth
flow of data across borders. In turn, this canincrease the
cost of conducting business in more than one jurisdiction,
especially compliance costs and long-term operational
expenditures. It is also a barrier to upfront investment.

Despite this, interviews with digital financial services
providers in the region indicate that the lack of regulatory
interoperability across the region is not an overarching
obstacle. For one, personal data rules - fragmented or
otherwise - are not entirely negative for digital financial services
aimed at individual consumers. Regulations can determine
all-important consumer trust in digital financial services, thus
merely having themis critical to the businesses of both banks
and fintech firms. Meanwhile, digital financial service providers
suggested that negative impacts of fragmentation can be
mitigated through various strategies, discussed below along with
opportunities being missed as a result of fragmentation.

For financial services, itis alla matter of prioritisation. For
example, the focus of local banks and fintech firms has beenon
growing their digital products to expand the domestic customer
base rather than on pushing for regional interoperability in
personal data regulations. As mentioned in Section 1, local
markets continue to remain significantly underserved by financial
services. This prompts companies offering digital financial
services to commit significant resources to capturing the new
market, putting the immediate side-effects of regulations posed
by the lack of interoperability to a secondary status. At the same
time, large multinational banks with a global presence have
extensive experience in operating within fragmented regulatory
landscapes across the world. Their familiarity with complex
regulatory environments equips them to effectively navigate the
diverse markets across Southeast Asia if needed.

Providers of digital financial services accept the
status quo due to prioritisation, preferring to place
more importance on maintaining trust before
actively attempting to reduce compliance costs.

3.1 Building consumer trust through
compliance

Since financial services are fundamentally built on trust,
regulations help maintain this trust even when they are not
regionally interoperable. Consumer trust is widely recognised
as a vital component in the adoption and advancement of

digital financial services in Southeast Asia (Kim et al., 2022).
Interviews with financial sector businesses and regulatorsin the
region revealed a consensus that regulation is directly linked

to consumer trust in financial services. The mere presence of
fundamental regulations such as for personal data protection,
and the fact that businesses must comply with such regulations
is viewed as one of the deciding factors for whether consumers
would perceive businesses as safe, reliable and trustworthy
enough to use. Therefore, stringent and non interoperable
personal data protection regulations are not a significant
concernfor these key stakeholders as they seek to build their
market.

Regulatory strictness also affects the perception of
reliability and trustworthiness of financial services in
Southeast Asia. The region's financial services industry has
been characterised by strict regulation. Dedicated regulatory
institutions such as central banks as well as other relevant
authorities (such as the Monetary Authority of Singapore or
the OJK in Indonesia) have been highly proactive in closely
scrutinising firms under financial and banking legislations,
specialised licences, and other requirements specific to the
sector. As aresult, this underpins how trust can be fostered
between consumers and businesses.

Any gaps that could undermine trust would defeat

one of the primary goals of digitalising the Southeast
Asian financial sector: financial inclusivity. As previously
mentioned, financial inclusion is one of the primary objectives for
the financial sector that leads them to deploy digital solutions.
However, there would simply be no point for them to digitalise

if the very target at which their digital products is aimed - the
segment of population previously underserved by conventional
banking services — does not trust them and refuses to come
onboard as users. This consideration has so far led digital
financial services providers to prioritise compliance rather than
actively trying to reduce compliance costs.
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3.2 Reductionin efficiency does not
present aninsurmountable obstacle

While regulatory fragmentation may lead to reduced
efficiency, itis not an insurmountable obstacle for
businesses. One of the reasons that regulatory fragmentation
canremain at low priority during expansionis that it has so far
had limited effects on both established and new businesses.

Firstly, legacy banks in the region - both regional and
multinational - usually have an established presence and
ecosystem in place upon which they can build their digital
services. That means the significant compliance costs required
for entering the market entry have largely been made. Thisis
especially true for the major international banks which have
always been operating in a fragmented regulatory environment
around the world - from Europe to the Middle East, Africa, the
Americas and Asia Pacific. As aresult, the complexity of regional
regulations does not necessarily prevent these banks from
providing their digital financial services across borders.

Secondly, critical aspects of consumer finance in
Southeast Asia are heavily localised due to financial
regulatory requirements and market conditions.

The discussions with industry players suggested that digital
financial services tended to be developed locally and deliveredin
each country due to business regulations such as licensing. This
means that processes that require personal data to work, such
as user-authentication in eKYC, are largely conducted within the
confines of national borders to comply with local data protection
and privacy regulations. Since these processes are currently
managed within individual jurisdictions, the limitations on cross-
border data flow due to regulatory fragmentation is less relevant.
For example, a multinational bank operating in multiple countries
might still verify the identity of its local customers throughiits
business entities in each country, and with the government
authorities of that country. It would not need to transfer data
across borders.

Similarly, local fintech firms typically operate primarily within their
domestic markets or separately in other markets, often without
the need to transfer personal data internationally. If these firms
do not need to offer their products in another jurisdiction or

to operate across borders, the upfront compliance cost and
limitations on cross-border flow caused by fragmentation can be
minimal.

As aresult, the lack of regulatory interoperability due to
fragmentation does not necessarily become a “pain point” for
many providers of digital financial services. This has rendered
the cross-border interoperability of personal data regulations
within Southeast Asia less of animmediate issue for banks and
fintech firms.

3.3 Strategies for navigating regulatory
fragmentation

Digital financial service providers that do face fragmentation
barriers have adopted innovative work-around strategies
asregionalintegration led by governments and regulatory
bodies in Southeast Asia has deepened (Yulius et al., 2023a).
Circumventing the fragmentation of regulations - not regulations
themselves - through these strategies can help businesses and
other stakeholders in the financial services sector to mitigate the
challenges posed by the lack of regulatory interoperability.

One such measure is the privacy by design approach,
including the use of so-called privacy-enhancing
techniques. Through this method, businesses design their
service offerings in a way that inherently avoids interaction
with the differences in regulatory requirements. This approach
can take the form of adhering to the “data minimisation”
principle, which means that the use of personal data is avoided
as much as possible unless such datais necessary for the
service. This principle includes using digital solutions that do
not require sharing personal data across borders, and thus
inherently limits any concern about regulatory interoperability.
For example, using Southeast Asia’s existing cross-border
interoperable QR payment link, firms can conduct eKYC checks
oncustomerslocally and issue credentials that do not contain
consumers' personal data. Banks or intermediaries process
any relevant personal data within their local jurisdictions and
provide eKYC electronic credentials back to the businesses
without personal data being transferred. This means thatif a
traveller from Thailand uses a QR code to pay a merchantin
Malaysia via a mobile banking app, the transaction canrely on
credentialsissued by their bank in Thailand (Figure 4). As such,
their personal data stays within Thailand and is not transferred
overseas to Malaysia with their payment information.

Mind the Gap: How Southeast Asia’s fragmented personal data rules impact digital finance 21



Figure 4: Simplified example of cross-border QR payment
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Another approach is proactive self-regulation. Under this
measure, businesses adopt the strictest reasonable baseline
standard - such as the EU's GDPR - across their entire business
regardless of which market they operate in. This means personal
datais handled under a standard either equivalent to or well
above the basic rules of most countries, making them mostly
compliant in multiple jurisdictions no matter what personal data
regulatory requirements may be prescribed locally (Figure 5).
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By being proactive in self-regulation, digital financial service
providers can meet regulatory requirements in different
jurisdictions, even across those with different maturity levels,

to maintain trust and minimise the risk of reputational damage
due to non-compliance. In cases where that existing baseline is
insufficient, these banks can make minimal adjustments to their
compliance procedures to meet specific requirements, such as
datalocalisation.
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Figure 5: Self-regulating via baseline standard policy
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fragmented regulations by relying on third-party providers

to outsource compliance workload and minimise the cost of
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Amazon (AWS), Microsoft (Azure), or Google (GCP) to comply
withlocalisation requirements without the need to invest in their
own local in-house data centres. Companies can also choose to
form partnerships with intermediaries to handle all cross-border
data transfer activities while financial service providers only
handle domestic data processing. As a result, financial service
providers would not need to bear the burden of navigating the
fragmented regulatory landscape on their own.
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These work-arounds suggest not only that providers of digital
financial services remain interested in cross-border activities
despite consumer finance being heavily localised, but also

that they will not remain passive. Banks and fintech firms

donot necessarily wait for personal data regulations to be
interoperable across the region before deploying cross-border
products or services targeted at individual consumers. In short,
regulatory harmonisation — while desirable - is not necessarily a
precondition for business.
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3.4 Missed opportunities remain

None of this is to say that a fragmented regulatory
landscape has no negative impact: there are many missed
opportunities. The fragmented personal data regulatory
regimes across Southeast Asia lack a cohesive regulatory
environment necessary for businesses to further improve and
innovate effectively. For example, unaligned cross-border data
transfer rules and localisation requirements can complicate
efforts for digital financial service providers to centralise data
processing activities in regional hubs or share data across
national branches.

While fragmentation may not present a major issue for
businesses, regulatory interoperability can eventually
make business stakeholders better off by enabling
improvements in effectiveness and efficiency,
including through the adoption of new innovations.

As such, harmonising regulations across the region could
further improve business and unlock innovation. Thisis
particularly relevant for businesses that want to operate beyond
the confines of their domestic markets. Even though consumer
financial products are heavily localised, industry experts from
financial services providers that are operating across multiple
jurisdictions have suggested that the more data can be shared
across different jurisdictions, the more efficient and effective such
services canbe.

For example, if regional regulatory regimes are interoperable

and allow for easier cross-border flows of digital data, including
personal data, it would be simpler for businesses to offer services
from a centralised regional hub. This would not only lower the
cost of doing business due to the economy of scale, but firms
could offer higher quality, more secure services by concentrating
resources and talents in a single location. Data-sharing also
allows firms to improve resilience. For example, adata centre in
Singapore may be able to act as an offshore backup for another
data centre in Thailand, ensuring minimal disruption if an onshore
data centre were to fail.

At the same time, data-sharing can also increase the scope of
innovation. For example, with the rise of artificial intelligence, the
larger and richer the dataset, the more effective data analytics
can be. As aresult, access to customer data translates into
animprovement in risk management as well as the ability to

tailor services to customer needs. In turn, achieving regulatory
interoperability would help support the expansion and integration
of digital financial markets in Southeast Asia by making such
data more widely available under sufficient protective measures.

In addition, interoperability can make deployment of digital
solutionsinanew market easier. Industry experts said it can be
simpler to introduce products or services into a market which
operates under the same rules and principles that already exist
thaninto an entirely new regulatory environment. Under such
conditions, a multinational bank or digital wealth app already
operating in Singapore, Indonesia, and Thailand would be able
to more easily expand to neighbouring Lao PDR and Cambodia,
providing consumers with more choices and digital financial
service options.

Recognising the advantages of regional economic integration
and the opportunities lost due to regulatory fragmentation,
ASEAN has undertaken severalinitiatives to enhance personal
dataregulatory interoperability and support the growth of
region’'s digital economy at the multilateral level. The following
section will explore various ASEAN initiatives aimed at managing
personal data flows across member states, as well as the
challenges associated with their adoption. It will also explore
additional obstacles to harmonising personal data regulations
-member countries capacity to implement standards set by
ASEAN-wide agreements.
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Southeast Asian countries have been making

continuous efforts to improve personal data regulatory
interoperability via ASEAN. The regional grouping aims

to promote economic and security cooperation among
its 10 members: Brunei, Cambodia, Indonesia, Lao PDR,
Malaysia, Myanmar, the Philippines, Singapore, Thailand,
and Vietnam. The consensus among ASEAN states is that
a harmonised legal and regulatory environment across
theregion is imperative for digital economic development.
They consider data to be “the lifeblood of the digital
economy” and as such requires a “forward-looking and
enabling framework” (ASEAN, 2018, pp. 1, 5).

Significant challenges remain, however, due to the diversity
of regulations and the varying national approaches to data

protection. Furthermore, ASEAN-level initiatives are non-binding,

making the creation of a new regulatory landscape complex.

4.1 ASEAN agreements and frameworks
related to personal data protection

ASEAN has, nonetheless, made notable efforts to address the
issue of jurisdictional differences in digital data management
regulations, including for personal data. It has introduced
ASEAN- wide initiatives to help stakeholders navigate the
regulatory landscape more easily.

Major efforts at the ASEAN level include, but are not limited to:

1. The ASEAN Framework on Personal Data Protection
(2016), which sets out general principles on data protection.
On cross-border data flow, for example, this framework states
that the transfer of data should be based on consent or that

the protectionis consistent with other principles listed in the
framework (ASEAN, 2016). These principles include the idea of
using data only to the extent necessary for a specific purpose,
so-called ‘data minimisation” (ASEAN, 2016).

2. The ASEAN Framework on Digital Data Governance
(2018), which prescribes strategic priorities, principles, and
initiatives as a guidance for members to use as the basis for their
digital data regulations. This framework explicitly emphasises
that safeguards and regulations, especially on cross-border
flow, need to be harmonised and minimised to reduce business
compliance costs and to foster innovation (ASEAN, 2018, p.5).

The framework further spawns three different mechanisms:

¢ The ASEAN Data Management Framework, which
develops a data governance structure and safeguards,
and encourages the adoption of existing standards such
asthose of the ISO, the International Organization for
Standardization (ASEAN, 2021a).

¢ The ASEAN Cross Border Data Flows Mechanism,
which addresses regulatory certainty on how cross-border
transfers can be made. It consists of two main parts: 1)
the ASEAN Model Contractual Clauses (MCC) for Cross
Border Data Flows and 2) the ASEAN Certification for Cross
Border Data Flows (the latter had not yet been endorsed at
the time of this report). ASEAN MCC is a template for terms
and conditions that can be applied by the parties involved
in the transfer of data across borders (ASEAN, 2021b).
Since the data protection maturity levelis different between
countries and there is no permanent regional mechanism
to transfer data across borders, having a template reduces
uncertainty for recipient companies across the region by
providing them with clear and consistent methods (Personal
Data Protection Commission Singapore, 2023).

¢ The ASEAN Data Protection and Privacy Forum formed
anannual meeting for discussion between regulators
and policymakers (National Privacy Commission of the
Philippines, 2019). Here, relevant authorities are expected to
share data regulation know-how to develop best practices
together and to assist ASEAN states that do not possess
relevant regulations and/or regulatory bodies to establish
them (GSMA, 2019). However, the extent to which these
best practices have been adopted in the establishment of
data protection bodies among the member states remains
unclear.

3. The ASEAN Regulatory Pilot Space for Cross-Border
Data Flows (2019), whichis a sandbox created in cooperation
with the mobile network operators' GSM Association in 2019.
Essentially, the sandbox is a controlled, “safe space” in which
solutions can be tested. It allows for “trial and error” and highlights
the real-world benefits of freer data flow by providing evidence
onthe efficiency advantages that new mechanisms would give
to countries that adopt them (GSMA, 2019). Nevertheless, at

the time of this report, the sandbox had not yet demonstrated a
tangible result for digital financial services personal data flow.
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4.2 Challenges to ASEAN-wide
initiatives

While ASEAN countries have introduced several tools at
the multilateral level to help governments in Southeast
Asia build interoperable personal data regulations, they still
fall short of creating a significant breakthrough. Despite the
efforts and clear vision of interoperable regulatory regimes,
personal data regulations within major ASEAN economies
continue to be largely fragmented. There are several
underlying issues that may contribute to this lack of progress,
including how the agreements are designed to work and

the challenges each jurisdiction faces inimplementing them
consistently.

The firstissue is the non-binding nature of ASEAN-level
initiatives. Unlike the EU, which has the power to pass legally
binding regulations such as the GDPR, ASEAN's initiatives are
often non-binding and rely on consensus among member states.
The recurring feature of ASEAN multilateral efforts is that they
are mainly guidelines and loose standards. Some examples are:

¢ The Framework on Personal Data Protection states
thatitis simply “arecord of the Participants’intentions”,
essentially providing no legal obligations in any way
domestically or internationally. It also emphasises that the
principles provided in the document are not binding or
enforceable (ASEAN, 2016, p. 2).

¢ The Data Management Framework specifically provides
“voluntary and non-binding” guidelines and does not oblige
any jurisdiction to define or classify data under similar
standards of data management (ASEAN, 2021a, p. 8). Itis
designed to introduce “best practice” by acting as amodel
for both public and private sector entities, but it has never
aimed to constitute a legal or regulatory tool (ASEAN,
2021a,p.8).

¢ The Cross-Border Data Flow Mechanism is also
intended to help create “voluntary baseline standards”,
especially for adoption by SMEs without existing data
transfer arrangements (ASEAN, 2021c). As such, states
are neither required to promote them nor encouraged
to prescribe their use. It also allows the use of other
mechanisms such as ISO standards. While this ensures
flexibility on paper, it also undermines certainty for
stakeholders by letting states opt for other standards.

The non-binding nature of these agreements undermines their
effectiveness in enforcing uniform data protection standards
across the region.

Without binding commitments, inconsistenciesin
implementation and adherence are likely to arise due to diversity
in governance and economic development approaches.

A second issue is the domestic obstacles within each
country, particularly the capacity to implement standards
set by ASEAN-wide agreements. The implementation of
these standards must be done at the national level. However,
even with agreed standards, real-world implementation
processes can also vary depending on the institutional and
technical capacity of each country. For example, despite having
acomprehensive data protection law since 2022, Indonesia
still does not possess its own national data protection authority,
althoughitis inthe process of establishing one at the time of this
writing (Mokoginta and Tisnadisastra, 2024).

According to the ASEAN Digital Integration Index — which
includes institutional and infrastructure readiness as one of its
six pillars - ASEAN members are at different levels of readiness
for digital economy integration (ERIA, 2023). Some ASEAN
states with a higher level of readiness, such as Singapore, can
use personal data management and protection standards more
easily than others, especially in terms of technical capacity such
as existing digital infrastructure. Readiness also includes other
aspectsincluding institutional capacity, for example, the ability
of enforcement authorities or political incentives to adopt these
standards in domestic laws and implement them.

4.3 Is the ASEAN Digital Economy
Framework Agreement (DEFA) the
solution?

To address these persisting issues, ASEAN and its members
have continued to push for the introduction of additional ASEAN-
level agreements. The primary work-in-progress is the ASEAN
Digital Economy Framework Agreement (DEFA), which has
been under formal negotiation since 2023 and is expected to be
finalised by the end of 2024, brought forward from the original
plan to be launchedin 2025 (Asia House, 2024). The primary
objective of DEFA is the “establishment of common rules and
principles” for various aspects of the digital economy across
Southeast Asia. This inevitably includes addressing the digital
personal data regulatory policies at the regional level. Since
DEFA is expected to be aregionwide legally-binding instrument
ondigital economy, it differs from other past ASEAN initiatives,
being a hard law and a treaty with legal obligations and dispute
settlement provisions (ASEAN, 2023a; Hsien-Li, Sze- Weiand
Foo,2024).
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The formulation of DEFA emerged after ASEAN leaders signed
the Bandar Seri Begawan Roadmap in 2021, which laid the
foundation for the integration of the ASEAN digital economy
and affirmed their interest in establishing a region-wide
framework to ensure the interoperability of digital economy
systems (ERIA, 2023). Government representatives interviewed
for this report indicated the agreement is being built on a set of
inputs that produced a “checklist” of what past initiatives worked
and what additional efforts are required.

ASEAN has received input from both the public and private
sector, the latter ranging from MSMEs to large corporations
(ASEAN, 2023b). Central banks and other financial regulators,
business associations, and multinational banks also provide
input. Relying on such feedback means ASEAN and its
members can make an informed decision with a clear vision for
the regional digital economy - and by extension, personal-data
regulatory regimes and the digital finance industry.

Inshort, DEFA is primarily meant to be a continuation of previous
efforts rather than a completely new set of common rules and
principles, while introducing the idea of it being legally binding.
This should, in theory, address the previousissue of the lack

of compulsory, enforceable measures that plague previously
adopted frameworks and mechanisms. This includes ensuring
that the countries without data protection regulations and
authorities would take necessary steps to establish such
regulations and regulating bodies in accordance with the best
practice shared across the region.

At the time of writing, the actual text of DEFA has yet to be
published, so it remains to be seen how broad or detailed the
clauses willbe, and in turn how much effect it may have onthe
members commitment in the real world.

4.4 Commitment-capacity mismatch: an
obstacle to harmonisation

Thereis adisparity between commitment and capacity that
continues to be a significant barrier to harmonising personal
dataregulations across Southeast Asia. Even though the DEFA
aims to address the capacity gap between different countries,
the capacity-building process cannot be forced upon their
economies.

DEFA has the potential to address relevant public sector
capacity issues in some Southeast Asian countries. The
agreement, for example, can help incentivise the creation of
dedicated government agencies responsible for the digital
economy as well as personal data protection.

Inaccordance with their pledged commitment, countries would
be establishing a dedicated regulating body responsible for data
protection, which would build up institutional capacity that had
previously been lacking, as in the previously mentioned case of
Indonesia.

Digital readiness, however, is equally driven both by private
entities and the broader population. In other words, while

joining legally binding international agreements can demonstrate
political commitment from governments, it does not guarantee
that a country will be able to effectively implement them. For
example, the differences in digital literacy in civil society across
the region may lead to persisting lack of digital trust in some
countries and more openness in others, making the alignment
between countries and regional integration more difficult.

4.5 Securing Southeast Asia’s place on
the world stage through harmonised
regulatory environment

Ensuring seamless regional integration through an
effective, enabling, and interoperable regulatory
environment is crucial for positioning Southeast Asia
effectively in the international arena. The regional ambition
to be at the forefront of the digital economy globally is reflected
invarious ASEAN “world first” initiatives, such as the Digital
Economy Framework Agreement (ASEAN, 2023a). However,
as the region emerges as a leading digital market in sectors
such as e-commerce, policymakers and regulators are
struggling to keep pace (World Economic Forum, 2023). As
such, how they address the current regional fragmentation

will shape the future of digital governance in Southeast Asia.
Enhancing digital interoperability could pave the way for
greater interconnectedness with other parts of the world and
demonstrate that Southeast Asia can serve as a practical role
model, which is essential for the region to become a global
leader in the digital economy.

In summary, there have been extensive efforts toimprove
regional regulatory interoperability of personal data at the
multilateral level through ASEAN. However, earlier initiatives
were hindered by limitations such as their non-binding

nature and a capacity divide. The upcoming Digital Economy
Framework Agreement is expected to address such limitations
by building on the experience of earlier initiatives. This will also
be a fundamental step in determining where Southeast Asia
could stand on the global stage. Business stakeholders across
the region will presumably welcome this, evenif, as mentioned
in Section 3, they are already responding to demand without
waiting for fully established interoperability.
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What now for
Southeast Asia’s
digital finance?



The digital financial service industry in Southeast Asia continues
to evolve alongside the development of regional personal
dataregulatory landscape. Businesses have already devised
strategies to work around the currently fragmented environment,
not remaining static until full regional interoperability is reached.
However, this can also introduce undesirable side effects such
as additional cyber risks. Meanwhile, the extent to which digital
finance benefit from interoperability also hinges on the market's
progress, both via technological innovation within the industry
and the readiness of consumers themselves.

5.1 Side effects of compliance choices

The choices made by businesses to remain compliantina
fragmented regulatory landscape may have negative
repercussions. Because digital financial services rely heavily on
trust, just a single weak link or even non-malicious disruptionin
their services can cause reputational damage as well as
potential regulatory penalties. For example, at the time of writing,
Singapore’s DBS bank faced a six-month bban on non-essential
activities and was required by the Monetary Authority of
Singapore to have approximately SG$1.6 billion (US$1.2 billion at
the time of this report’s publication) additional regulatory capital
set aside as a buffer against risk (Tan, 2024). The trigger was
multiple digital-service disruptions from unidentified causes.

Froma cybersecurity perspective, maintaining an organisation's
own control over personal data is important for the data's
confidentiality, integrity and availability. This means that the trend
of financial service providers to limit cost while remaining
compliant by relying on third-party intermediaries — a current
workaround — could introduce cyber vulnerabilities. For example,
if data centres used by banks are managed by third party
providers, banks may not be able to guarantee that there isno
unauthorised access. Nor would they be able to ensure that no
one can “flip the switch” and render their services inoperable.
While cybersecurity measures can be taken to ensure resilience
and mitigate suchrisks, they canincrease costs which
businesses may be trying to avoid by using third-party
intermediaries. This can ultimately undermine the purpose of
making these choices in the first place.

Toillustrate, Indonesia is a jurisdiction that requires data to be
hosted locally. This has prompted foreign banks to host their
services onshore. Yet Indonesia’s cybersecurity standard

is plagued with a track record of data breaches, including in
financial services. One example is the case of Bank Syariah
Indonesia’s data breachin 2023 (Nadarajah et al,, 2024).
Evenif third party intermediaries are operating on local safety
standards, overseas digital financial service providers must

stillclosely scrutinise the level of security in order to mitigate
their risks. In addition, experts also suggest that while privacy
enhancement techniques such as anonymised credentials can
help firms remain compliant while bypassing barriers posed by
the fragmented regulatory landscape, they must also constantly
make sure that the data being transferred is truly “sanitised” and
contain no personal data.

5.2 Limited prospects for innovation
slows down urgency

Meanwhile, the benefits of regulatory harmonisation still
depend heavily on the market for specific products or
services. Thereis currently little development of innovations
requiring cross-border personal data regulatory interoperability,
one of the reasons that financial institutions have assigned a
lower priority to advocating for such interoperability. Interviews
with digital finance experts indicate that they do not expect
much change in this area in the foreseeable future. Consider,
for example, a regionally-recognised digital ID system that can
enable identity verification under the same standard within

the entire region. According to experts, the introduction of

such adigital IDis stillin the very early stage even domestically,
and there is limited coordination between different national
government gencies responsible for ID systems. Cross-border
usage such as Singaporean nationals using Singpass to prove
their identities to Indonesian banks and vice versa remains far
away.

5.3 Improvements in grassroot digital
and financial literacy are key

Readying consumers and by extension propelling markets
and innovation, depends largely on the improvement in
grassroot digital and financial literacy. As outlined in Section
1,the bane of financial sector in Southeast Asia is getting
consumers to use their services. Since both digital and financial
knowledge form the foundation for consumer engagement with
digital financial services - from simply accessing them to moving
beyond basic services like e-wallets to more sophisticated
products - improving their literacy is essential for the future (Kim
etal,2022).

Inshort, as Southeast Asia’s digital finance develops in parallel
tothe region's personal data regulations, its trajectory continues
to be shaped by the industry players’ own choices and market
dynamics. These factors underscore how businesses need to
carefully balance operating costs with risks that can undermine
their foundation - consumer’s trust in safe and reliable digital
financial services — and how much can they reap the benefits of
interoperability.
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Conclusion



Governments in Southeast Asia are increasingly regulating
the use and movement of personal data, moves that

affect the blossoming digital financial services industry
throughout the region. Through digitalisation, the financial
sector is expanding its consumer market, regularly seeking
personal data collected from consumers as the basis for
innovations. However, with each country in the region
developing its own personal data regulations, the legal
landscape is fragmented, making navigating compliance
requirements across jurisdictions difficult and costly, and
restricting the smooth cross-border flow of data essential
to many digital solutions.

Faced with this, businesses are seeking workarounds
rather than waiting for promised harmonisation. Their
resources and attention are focused primarily onincreasing
digital finance penetration into a large underserved market, with
the interoperability of regulations a secondary priority, at least
for now. There s little objection to data-use regulations per se;
ingeneral, they are considered useful for fostering consumer
trust. And the current lack of interoperability across jurisdictions
- while potentially expensive - can be overcome, especially by
large, experienced global companies and by local players that do
not engage in extensive cross-border transfer of data.

Ultimately, however, cost remains one of the underlying
factors for any successful business. Evenif firms can
absorb additional costs incurred in the current Southeast Asian
regulatory landscape, once the cost of compliance becomes
higher than the returns, business cannot be viable. In other
words, if the cost required for firms to comply with regulations
within a specific jurisdiction passes the acceptable threshold
set by themselves, the market would cease to be attractive.
This would have significant spill-over effects on regional growth
and emerging consumer wealth. As such, any additional
efficiency and flexibility improvements - both intechnical areas
and business operations - that arise from making the region’s
personal data regulations interoperable would stimulate
business competitiveness and economic growth.

Accordingly, efforts to enhance regional regulatory
interoperability of personal data have been advancing

at the multilateral level through ASEAN. Significantly, new
mechanisms are expected to be stronger than previous efforts to
end fragmentation. Whereas ASEAN's early efforts to harmonise
digital regulations across the region tended to be non-binding
and hampered by different countries’ capacities, the upcoming
Digital Economy Framework Agreement is expected to be
legally binding and take some steps towards narrowing the
capacity gap.

In the meantime, many industry players are not waiting.
Discussions with industry stakeholders suggest that they

are actively looking for opportunities to expand their digital
offerings across the region despite the lack of interoperability.
Many businesses are implementing measures to circumvent
fragmentationissues. This may come in the form of “privacy
by design”to avoid the differences in regulatory requirements,
proactive self- regulations or outsourcing their data storage
needs.

Overall, digital financial service providers will deliver
solutions that comply with regulations, but caveats
remain. No matter how complex the regulatory environment

is to navigate, complying with the rules is the bottom line for
businesses in the financial sector. Banks and fintech firms

may tolerate or employ measures to manage the regulatory
complexity in Southeast Asia, but each decision comes with its
own set of considerations. This includes evaluating whether the
business s viable given the compliance costs, safety concerns,
and potential missed opportunities.

The way forward boils down to striking a balance of
interests between stakeholders. This caninclude sovereignty,
consumer protection, economic development, competitiveness,
trust, cost, and technical considerations. In the case of Southeast
Asia, governments may retain primacy over regulatory policy
decisions to assert sovereignty over data, while businesses are
weighing how to balance trust, cost, and opportunities while
operating in that regulatory landscape.

Currently, regulators, businesses, and civil societies are
working together to create progressive, forward-looking
standards of governance across the region. These are
complemented by bottom-up activities like increasing digital
awareness and literacy among consumers of digital financial
services, whichis also crucial not only in addressing the
mismatch between commitment and capacity, but also the
region's market dynamics. As both digital financial services and
personal data regulations in Southeast Asia remain constantly
evolving, these interactions will continue to shape the future of
data governance in the region and help define its place on the
world stage.
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Appendix

Research methodology

The research for this report employed a qualitative approach
and sought to understand how personal data regulatory
fragmentation affects digital financial services in Southeast Asia.
The questions that the study aimed to answer were:

- Whatisthe current personal data regulatory landscape in
Southeast Asia?

- Howdokey stakeholders view the role of personal data
regulations in shaping digital financial services in Southeast
Asia?

- Whatmeasures are being taken toimprove the
interoperability of personal data regulations in the region?

- Howdo stakeholders respond to such interoperability
improvement measures?

To address these questions, the research was conducted
using two primary methods: semi- structured interviews and
document analysis.

Semi-structured interviews

Thirteen semi-structured interviews with arange of participants
representing different stakeholder groups were conducted.
They included experts from the digital financial services
industry and other supporting industries, policy practitioners,
and representatives from governments and international
organisations in Southeast Asia.

Prior to the interview, each respondent was given areference
document which outlined a summary of the research, objectives
of the interview, and key themes to be discussed. The document
alsoincluded the assurance that their responses will not be
directly quotedin the report unless otherwise agreed, and that
allinformation would be anonymised and retain no link to their
name or organisation.

The interviews were conducted remotely via either Zoom

or Microsoft Teams platforms and lasted between 20 to 40
minutes. It was optional for participants to consent to the
recording of the conversation for the purposes of transcription
and analysis. Eleven recorded interviews were transcribed
manually. Notes of key insights from the two unrecorded
interviews were created immediately after the conversation.

Document analysis

This part of the research involved reviewing existing laws,
multilateral agreements, official publications, mediareleases,
and other literature to identify recurring terminology and
triangulate the findings.

Thematic analysis

Toanswer the key questions of the research, thematic analysis
was manually conducted on the transcripts, interview notes, and
documents to determine recurring themes and key patterns.
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